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Abstract the only knowledge gained by the verifier during an in-
teractive proof is thap is true. The notion of “knowl-

Halpern, Moses and Tuttle presented a de-  €dge” used in zero knowledge is based on having an
finition of interactive proofs using a no- algorithm to generate the transcript of possible con-
tion they calledpractical knowledge, but left versations with the prover; the zero-knowledge condi-
open the question of finding an epistemic tion places a restriction on what the verifier is able to
formula that completely characterizes zero generate after interacting with the prover (in terms of
knowledge; that is, a formula that holds iff what he could generate before). The relationship be-
a proof is zero knowledge. We present such tween this ability to generate and logic-based notions
a formula, and show that it does character- of knowledge is not immediately obvious. Having a
ize zero knowledge. Moreover, we show that logic-based characterization of zero knowledge would
variants of the formula characterize variants ~ €nhance our understanding and perhaps allow us to ap-
of zero knowledge such ancurrent zero ply model-checking tools to test whether proofs are in
knowledgelDwork, Naor, and Sahai 2004] fact zero knowledge. However, getting such a charac-
and proofs of knowledggFeige, Fiat, and terization is not easy. Since both probability and the
Shamir 1987; Tompa and Woll 1987]. computational power of the prover and verifier play

crucial roles in the definition of zero knowledge, it is
clear that the standard notion of knowledge (truth in all
1 Introduction possible worlds) will not suffice.

The notions ofinteractive proofandzero knowledge Halpern, Moses and Tuttle [1988] (HMT from now
were introduced by Goldwasser, Micali, and Rackoffon) were the first to study the relationship between
[1989], and have been the subject of extensive researdknowledge and being able to generate. They presented
ever since. Informally, an interactive proof is a two- a definition of interactive proofs using a notion they
party conversation in which a “prover” tries to con- called practical knowledge. They proved that, with
vince a polynomial-time “verifier” of the truth of a fact high probability, the verifier in a zero-knowledge proof
o (wherey typically has the forme € L, wherez is  of x € L practically knows a fact) at the end of the

a string andL is alanguageor set of strings) through proof iff it practically knowsz € L = 1 at the be-

a sequence interactions. An interactive proof is saidginning of the proof; they call this properknowledge

to be zero knowledge if, wheneverholds, the veri- security. Intuitively, this captures the idea that zero
fier has an algorithm to generate on its own the conknowledge proofs do not “leak” knowledge of facts
versations it could have had with the prover during another than those that follow from € L. They also
interactive proof ofp (according to the correct distri- define a notion of knowing how to generate, &at-
bution of possible conversations). Intuitively, the veri- isfying a relationR(z, y), and prove that, with high
fier does not learn anything from talking to the prover probability, if the verifier in a zero-knowledge proof
(other thanp) that it could not have learned on its own of x € L knows how to generateasatisfyingR(x, y)

by generating the conversations itself. Consequentlyat the end of the proof, then he knows how to do so
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at the beginning as well; they called this propeggn-  rejecting halt state, respectively, in which case we re-
eration security. This captures the intuition that at thefer to the resulting execution as either an accepting or
end of a zero-knowledge proof, the verifier cannot dorejecting execution. The running time BfandV dur-
anything that it could not do at the beginning. ing an execution of P, V') is the number of steps taken
HMT left open the question of finding an epistemic Py P and V' respectively, during the execution. We
formula that completely characterizes zero knowledge@ssume that’ is a probabilistic Turing machine run-
that is, a formula that holds iff a proof is zero knowl- Ning in time polynomial injz|, and hence that it can
edge [Goldwasser, Micali, and Rackoff 1989]. In this Perform only probabilistic, polynomial-time computa-
paper we present a strengthening of knowledge secttions during each round. For now we make no assump-
rity and generation security that we cadlation hid-  tions about the running time d?.

ing, which we show does characterize zero knowl-Denote by(P(s) < V (t))(x) the random variable that
edge. Moreover, we show that variants of relationtakes two random strings,, p, € {0,1}* as input and
hiding characterize variants of zero knowledge suchoutputs an execution ofP, V') in which the prover's
asconcurrent zero knowledg®work, Naor, and Sa-  work tape is initialized withs, the verifier's work tape
hai 2004] andproofs of knowledg¢Feige, Fiat, and is initialized with ¢, the input tape is initialized with

Shamir 1987; Tompa and Woll 1987]. x, andp,, p, are the contents of the prover and veri-
fier's respective random tapes. We can thinksads
2 Background the prover’s auxiliary informationt as the verifier’s

initial information, andx as the common input. Let
In this section, we review the relevant background bOthAcceptsv[(P(s) — V(t))(z)] be the random variable
in cryptography (interactive proof systems and zeroi, 5t takes two infinite random strings, p, € {0,1}
knowledge) and epistemic logic (specifically, model- a5 input, and outputs true iff the verifier enters an ac-
ing knowledge and probability using the runs and SyS—ept state at the end of the execution of the protocol
tems framework [Fagin, Halpern, Moses, and Vardl(P’ V') wherep, andp, are the contents of the prover

1995; Halpern and Tuttle 1993]). In addition, we in- anq verifier's respective random tapes, and false other-
troduce some of the notation that will be needed foryise.

our new results. : : : .
Informally, an interactive protocdlP, V) is an inter-

2.1 Interactive Proof Systems _active proof syste_m for a Ianguggeif, _When run on
input 2 (and possibly some auxiliary inputsandt),
An interactive protocolis an ordered paifP, V') of  after the protocol, if the prover and verifier are both
probabilistic Turing machines” andV share a read- «good”"—that is, the prover use? and the verifier uses
only input tape; each has a private one-way, read-only/_the verifier is almost always convinced tha¢ L.
random tape; each has a private work tape; Brahd  Moreover, no matter what protocol the prover uses, the
V' share a pair of one-way communication tapes, ongyerifier will hardly ever be convinced that € L if it
from P to V being write-only for P and read-only s not. The “almost always” and “hardly ever” are for-
for V, and the other fron¥ to P being write-only  malized in terms of negligible functions. A function
for V and read'only forP. An executionof the pro- e N — [07 1] is neg||g|b|e|f for every positive inte-
tocol (P, V) is defined as follows. At the beginning, gerk there exists am € N such that for alk. > no,
the input tape is initialized with some common input ¢(,,) < L that is, e is eventually smaller than any
x, each random tape is initialized with an infinite se- jnyerse polynomial. Finally, lePry;, denote the uni-
quence of random bits, each work tape may or maytorm probability over strings irf{0, 1}°>)*. For ease
not be initialized with an initial String, and the com- of notation, we typ|ca”y omit the Subscriptwhen it

munication tapes are initially blank. The execution goes not play a significant role or is clear from context,
then proceeds in a sequence of rounds. During anyyriting just Pry .

given round,V first performs some internal computa-

tion making use of its work tape and other readableDefinition 1 An interactive protocol( P, V') is anin-
tapes, and then sends a messag® toy writing on  teractive proof system for languadeif the following
its write-only communication tape? then performs a conditions are satisfied:

similar computation. EitheP or V may halt the inter-

action at any time by entering a halt staté.accepts e CompletenessThere exists a negligible function
or rejects the interaction by entering an accepting or e such that for sufficiently large:| and for every
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sandt, if x € L then to the actual distribution of the verifier's views gen-
Pry[Accepts,[(P(s) < V(t))(z)]] > 1—€(|z]).  erated by(P(s) < V(t))(z). With statistical zero
knowledge, the two distributions are just required to
be close. Finally, witttcomputational zero knowledge,
no PPT (probabilistic polynomial time) algorithm can
distinguish the distributions. We capture the notion of
“distinguishing” here by using a PPT distinguisher
L The distinguisher gets as input verifier views generated
The completeness condition is a guarantee to both thSy Sy and by the actual conversation, and must out-

gqod prover anq the good' Yefiﬁer thatife L, thgn put either 1 or 0, depending on whether it believes the
with overwhelming probability the good prover willbe |\ .o me fromSy- or the actual conversation. No-

able ;O convmcs_ t_he good verifier that ehL. Thde tice that the inputs to the simulator @ndt) are both
soundness condition Is a guarantee to the good Verly.;qggiple by the verifier, so the verifier could, given

fier that |f;§ ¢ L, t.hgn the probaplllty that an ar.bl- his initial state and the common input, run the simula-
trary (possibly malicious) prover is able to convince tor instead of interacting with the prover. The distin-

Fhe gooq verifier that € L is very low. The probabil- guisher tries to identify whether the verifier talked to
ity here is taken over the runs of the protocol where thethe prover or ran the simulator on his own. If no dis-
the verifier’s initial information iss, the provers ini- tinguisher is able to tell the difference, then the verifier

tial tl)nfto)_rlma_tlon ISt, ang;i)ls rt]he co(rjnmon !np])c:{t. T?eh might as well not have interacted with the prover but
probability is generated by the random coin flips ofthe ., yhe simulator instead; we say that the interaction

prover and verifier (which in turn determine what hap-Was “zero-knowledge” in this case because the verifier

pens in the run); we do not assume a probabilityson saw nothing during the interaction that he could not
t,ore. simulate.

e SoundnessThere exists a negligible functioh
such that for sufficiently largex|, for every pro-
tocol P* for the provers, andt, if z ¢ L then
Pry[Accepts,[(P*(s) < V(1)) (@)] < 6(|x]).

2.2 Zero Knowledge We allow the distinguisher to have additional informa-

tion in the form of auxiliary inputs (in addition to the

To lr_na_ke thz ?.Ot.'(.)n of zero pref:(;se, we rlleed Iadfewview it is trying to distinguish). This allows the distin-
preliminary definitions. We consider zero-knowle geguisherto have information that the verifier never sees,

proofs of Ignguageﬁ tha_t have avitness reIanorRlL, such as information about the prover’s state, since such
where Ry, is @ set of pairgz, y) such thate € Liff  jy¢ormation could be helpful in identifying views from
there exists @ such that(z,y) € Ry; let Ry () — __ the interaction and telling them apart from those pro-
ty @ (z.9) € Rp}. Note tha.‘t all Ianguages_ N duced by the verifier alone. Allowing the distinguisher
th? complexity class\’P have this property. Dgfme to get such auxiliary inputs strengthens the zero knowl-
View,[(P(s) < V(t))(z)] to be the random variable edge requirement in that, no matter what additional in-

tEat, on 'n.pmi_f’p“’ describes the venfn:]r’sl_ew 'rr]‘ formation the distinguisher might have, he cannot tell
t e.zlexe,cgt!o.r( (5) = V(1))(2)(p1, p2), thatis, the apart views of the interaction from simulated ones.
verifier’s initial auxiliary inputt, the sequence of mes-

sages received and read thus far by the verifier, and the = . .
sequence of coin flips used thus far. Definition 2 An interactive proof systertP, V') for

The intuition behind K ledae is that th L is said to becomputational zero knowledgé for
€ '”t“'“of‘_ eninad zero powe ge s ,t att e, re‘f,"'every PPT verifier protocol*, there is a probabilis-
son the verifier learns nothing from an interaction is

) ) . R ; tic Turing machinesy - that takes as input the common
that he can simulate it. The simulation is carried out: g v P

b babilistic Turi hi It should b input = and verifier's auxiliary informatiort, runs in
y a probabilistic Turing machine. It should be pos- expected time polynomial jm|, and outputs a view for
sible to carry out the simulation no matter what algo-

the verifier such that for every PPT (probabilistic poly-

rithm the verifier uses (since we hope to show that, N9 omial time) Turing machin@® that takes as input a
matter what algorithm the verifier uses, he gains no in'view of the verifier and an auxiliary inpute {0, 1}*

f(_)rmatlon beyond the fact th.ai € L*)’ S0 we hz_a\_/e 4 there exists a negligible function such that for all
smulgtorSV* for every algorithmV/* of thg ver|f|er. weL,seRy(x),te{0,1)ze {01}

The simulatorSy - actually generates verifier views of
the conversations. Witperfect zero knowledge, the
distribution of the views created k- given just in- [Pro[D(Sv-(2,t), 2) = 1]—

putsz andt (which is all the verifier sees) is identical —Pru[D(View,[(P(s) < V*(1))(x)], 2) = 1]| < e(|z]).
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2.3 The Runs and Systems Framework explained in Section 3, anB* andV* are the proto-
cols of the prover and verifier. An interactive protocol
Our analysis of interactive proof systems is carried(P, V') generates a system. The runs of the system cor-
out in runs and systemgamework [Fagin, Halpern, respond to possible executions @?, V). Following
Moses, and Vardi 1995]. The systems we consideHHMT, we denote byP x V the system consisting of
consist of a (possibly infinite) set of communicating all possible executions ¢, V') and by P x VPP the
agents. Agents share a global clock that starts at timgystem consisting of the union of the systeRs V*
0 and proceeds in discrete increments of one. Comfor all probabilistic, polynomial-time (PPT) protocols
putation in the system proceeds in rounds, rownd V*! Prr x V is defined analogously. More generally,
lasting from timem — 1 to timem. During a round, we letP x V denote the system consisting of the union
each agent first performs some (possibly probabilisof the systems? x V for all prover protocols? € P
tic) local computation, then sends messages to othesind verifier protocol$” € V. Since we need to reason
agents, and then receives all messages sent to him dusibout probability, we augment a system to getab-
ing that round. Each agents starts in some inital  abilistic system, by adding a functid@R, for each
cal state; its local state then changes over time. Theagent that associates with each pdintn) a proba-
agentsslocal stateat timem > 0 consists of the time  bility PR, (r, m) on points for agent, whose support
on the global clock, the agent’s initial information (if is contained inkC,(r,m). In many cases of interest,
any), the history of messages the agent has receive@le can think ofPR, (r, m) as arising from condition-
from other agents and read, and the history of coining an initial probability on runs on the agent’s current
flips used. Aglobal stateis a tuple of local states, local state, to give a probability on points. There are
one for each agent and one for the nature, which keepsubtleties to doing this though. We often do not have
track of information about the system not known to a probability on the set of all executions of a protocol.
any of the agents. We think of each agent as followingFor example, as we observed in the case of interactive
a protocol that specifies what the agent should do inproofs, we do not want to assume a probability on the
every local state. An infinite execution of such a pro- auxiliary inputss andt¢ or the common input. The
tocol (an infinite sequence of global states) is called anly source of probability is the random coin flips.
run. We define asystenmto be a set of such runs, of-
ten the set of all possible runs of a particular protocol.
Given a runr and a timem, we refer to(r,m) as a
point, and we say thdtr, m) is a point of the system
R if r € R. We denote the global state at the point
(r,m) (thatis, the global state at time in r) by »(m),
and the local state of ageatin »(m) by r,(m). Let
Ka(r,m) = {(r',m’) : ro(m) = T;(m/)}; ’C“(TZ m) ity on the runs iR, ;. We can then definBR, (r, m)
can t_)e thought of as the set of points thatonsiders by conditioning in the following sense: Given a et
possible afr, m), pecause he has the same local state points, letR(S) = {r : (r,m) € S for somem}.
at all Of. them. Since the agent's local state at t”_neLetR(r) be the cell of the partition gk that includes
m COﬂSIStS' of the tlm_e on the g.lobal cIoc!(, any pomtT, and letPrr,,, be the probability on the cell. 1#
thata con5|ders/ possible &t, m) :s also at timen, so is an arbitrary set of points, defifR., (r, m)(A) =
Ka(r,m) = {(r',m) : ra(m) = r5(m)}. Prr ) (R(A N Ka(r,m)) | R(Ka(r,m)) N R(r)).
In interactive proof systems, we assume that there ar@Ve assume for simplicity that all the relevant sets are
two agents—a provey and a verifiero. Both agents measurable and th&rz .y (R(Ky(r, m)) N R(r)) #
have a common input (typically a stringe {0,1}*); 0.) Note that for synchronous systems (such as those
we denote byr.(0) the common input in rum. We  we deal with), sincéC,, (r, m) is a set of timen points,
also assume that the prover and verifier agents havthe support ofPR,(r, m) is a subset of timen points
initial local states~,(0) = s € {0,1}* andr,(0) = —
t € {0,1}*, respectively, both of which contain(0). !Note that we distinguisp andv, the “prover” and the

Additionally, we assume that nature’s state at all times Ve'ifier” agents respectively, from the protocols that they

. oo D Trx - are running. In the syste x V, the verifier is always run-
m includes a tuplepy, oy, p", P*, V"), wherep, and ning the same protocdf in all runs. In the syster® x VP?,

p,, are the prover's and verifier's random tapes, respecthe verifier may be running different protocols in different
tively, in runr, p” is an additional tape whose role is runs.

Halpern and Tuttle [1993] suggested a formalization of
this intuition. Suppose that we partition the runsiof
into cells, with a probability on each cell. For exam-
ple, in the case of interactive proof systems, we could
partition the runs into setg; ; ,,, according to the in-
putss andt. The random coin flips of the prover and
verifier protocols then give us a well-defined probabil-
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(i.e., PRy(r,m)(A) = 0 unlessA includes some time e (R,r,m) = Kup iff (R,7',m’) |E ¢ for all
m points, since otherwisel N K,(r,m) = 0). In- (r',m') € Kq(r,m). (Intuitively, agenta knows
tuitively, we associate a set of points with the set of @ if pistrue at all the worlds that agemtconsid-
runs going through it, and then define the probability ers possible.)

PR, (r,m), which isa’s distribution on points at the )

point (r,m), by conditioning the probability on runs ~ ® (R,mm) |= at time m” piff (R,r,m*) |= ¢.
defined onr’s cell on the runs going through the set A\ :

Ko(r,m) (i.e. the runs: considers possible given his ~ * \(Nﬁa:;a?cp)]] E ﬁ:f}’(fl)) Iﬁ(ﬁﬁi%ﬁi(%p Z A

information at pointr, m)). A probabilistic system is
standardif it is generated from probabilities on runs in We writeR = o if (R, m) = & for all points(r, m)
inR.

this way.

In systems where the runs are generated by random-

ized algorithms, Ehe cells are _ty_pi,(,:ally‘ taken so as t03 Characterizing Zero Knowledge Using
factor out all the “nonprobabilistic” or “nondetermin- . .y

istic” choices. In particular, we do this for the system Relation Hiding
P x V, so that we partition the runs into cefi, ;, ac-
cording to the inputs andt, as suggested above, and
take the probability on the runs in the cell to be deter-
mined solely by the random inputs of the prover and ) )
verifier p, andp, and the random string contained ~For example, if the language from which the com-

in nature’s state. Thus, we can identify the probability MOn inputz is taken is the set of all Hamiltonian
on R, with the uniform distributiorPr;,,. The prob- ~ 9raphs, then we can define a relatiéhsuch that
abilities on the syster® x V are defined by the prob- £(s,t,z,y) holds iffy is a Hamiltonian cycle in graph
abilities on each individual systef x V for P € P - (Here the relation is independentoéndt.) Recall
andV € V; that is, we now partition the runs of the thata Hamiltonian cycle in a graph is a path that goes
system into cells according to the prover and verifierthrough every vertex exactly once, and starts and ends
protocolsP, V and the inputs andt, so there now is at the same vertex; a Hamiltonian graph is a graph with
a separate cell for each combination®fV, s, and & Hamiltonian cycle. We can think of a Hamiltonian

t, and the probabilitPrp 1, can be identified with cycley as a Witnegs to a graphbeing Hamiltoniap.
the uniform distributiorPry, . We allow the relation? to depend ors andt in addi-

tion to = because this allows us to describe the possi-
bility of the verifier learning (via the interaction) facts
about the prover’s initial state (which he does not have
To reason about systems, we assume that we haveagcess to). This allows us to account for provers with
collection of primitive facts such as “the value of the auxiliary information on their work tapes. For exam-
variablez is a prime number” (where is the com-  ple, R(s,t, z,y) could be defined to hold iff the prover
mon input in the run), or “zc L”, where L is some has Hamiltonian patly on its work tape (in its initial
set of strings. Each primitive fagt is identified with ~ states).
a setr(y) of points, interpreted as the set of points We are therefore interested in relatioRon S x 7' x
at whichy holds. A point(r,m) in a systenR sat- 1, x {0,1}*, whereS is the set of prover initial states
isfies p, denoted(R,r,m) | ¢, if (r,m) € 7(¢). andT is the set of verifier initial states. We want
We extend this collection of primitive facts to a logical a formal way to capture verifier's ability to generate
language by closing under the usual boolean connecsuch witnesses foR. We do this by using an algo-
tives, the linear temporal logic operator operators  rithm M that takes as input the verifier's local state
at timem* for each timen*, the epistemic operators and the common input, and is supposed to return
K,, one for each agent, and probability operators of a y such thatR(s,t,z,y) holds. The algorithm/
the form forpr) each agent and real numbek. The  essentially “decodes” the local state into a potential
definitions of all these operators is standard: witness for R. More generally, we want to allow
the decoding procedur&/ to depend on the proto-
o (R,r,m) E Opiff (R,r,m') = ¢ for some col V* of the verifier. We do this by using a function
m' > m. M : TM — T M; intuitively M(V*) is the decoding

We identify “knowing something about the initial state
of the system” with “being able to generate a witness
for some relation on the initial state”.

2.4 Reasoning About Systems
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procedure for the verifier protocbl*. To reason about want to say that the verifier knows how to generate a
this in the language, we add a primitive proposition Hamiltonian cycle if this is the case (even if he does
M, r to the language, and defif®,r,m) = M, r not know that he can do so), since there is a way for
if R(rp(0),7,(0),7.(0), M(V*)(r.(0),7,(m))(p"))  the verifier to extract a Hamiltonian cycle from his lo-
holds, wherel’* is the verifier protocol in rum and  cal state.

p" is the extra random tape that is part of nature’s o-we now define relation hiding, which says that if the
cal state in runr; this makes the output dvI(V*)  verifier initially knows that he can, at some future time
in run r deterministic (although\/ is a probabilis-  during the interaction with the prover, generate a wit-
tic TM). For any constant, let G AR, read  ness for some relatioR on the initial state with some
“the verifier can generate @ satisfying R usingM  probability, then he knows that he can generate a wit-
with probability A at time m*” be an abbreviation ness forR at time 0, that is, before the interaction,
of prj(at time m* M, ). We can generalize this with aimost the same probability. We allow the gen-
to a formulaG)™ * R which considers functiond  erating machines used by the verifier (both after and
whose meaning may depend on components of th@efore the interaction) to run iexpectecpolynomial
state, such as the verifier's protocol and the length otime in the common input and verifier view. Allow-
the common input; we leave the straightforward se-ing them to only run in (strict) polynomial time, would
mantic details to the readerG)"™ *R, read “the  certainly also be a reasonable choice, but this would
prover can generate @ satisfying ® using M with  result in a notion that is stronger than the traditional
probability A at timem*”, is defined analogously. Fi- notion of zero-knowledgé.Let EPPT be the set of
nally, we add the primitive propositios € R.(x) 0 a|| expected probabilistic polynomial time algorithms
the language, and defin&R,r,m) = s €Ru(x) if  (j.e., algorithms for which there exists a polynomal
re(0) € L andr,(0) € R (r(0)). such that the expected running time on inpuis at

We now show how to use the formut@™-™ AR  mostp(|z|)).

to capture the intuitions underlying zero-knowledge pefinition 3 The systenR is relation hiding forZ if,
proofs. Intuitively, we want to say that if the verifier ¢, every polynomial-time relatioR on S x T’ x L x
can generate g satisfying a relatiorr? after the inter- {0,1}* and functionM : 7M — EPPT, there exist
action, he could also do so before the interaction (i.e.¢nctionsM’ : TM — EPPT,e: TM x N — [0, 1]
without interacting with the prover at all). However, g ,cp, that for every Turing machirié*, e(V*, ) is a

this is not quite true; a verifier can learnyasatisfy- negligible function, and for every < A < 1 and time
ing R during the course of an interaction, butonlyina -

negligibly small fraction of the possible conversations.

We want to capture the fact that the probability of the R = at time 0 (s € R(x) A GM™ AR = GM0A—<R),
verifier being able to generate the witness correctly at o .

a final point in the system is only negligibly different N Definition 3, we allow the meaning efto depend
from the probability he can do so at the corresponding®™ the Verifier's protocol’* since, intuitively, differ-
initial point (in a perfect zero knowledge system, the ent verifier proto_cols may result in different amounts
probabilities are exactly the same). Note that when théf knowledge being leaked. If we had not allowetd
Turing machineM used by the verifier in a particular d&Pend on the verifier protoc!”, we would need a
runr generates g, the verifier may not know whether Single negligible function that bounded the “leakage”
y in fact is a witness; that is, the verifier may not know ©f information for all verifiers in’?”. We cannot prove
whetherR(s, ¢, z,y) in fact holds. Nevertheless, we t_hat such a function eX|st§ Wlth the traditional defini-
want it to be the case that if the verifier can use somdion of zero knowledge. Similarly, we must allow’
algorithm M that generates a witnegswith a certain  (© depend on the verifier's protocol, evenM does
probability after interacting with the prover, then the Not. Intuitively, M’ must be able to do at time 0 what
verifier can generate a witnegswith the same proba- M cando attimen”, so it must know something about
bility without the interaction. This lets us account for What happened between times 0 ant The verifier's
leaks in knowledge from the interaction that the ver-Protocol serves to provide this information, since for
ifier may not be aware of. For example, a computa-eaCh verifier protocd!f*, the def|n|t!on of zero knowl-
tionally bounded verifier may have a Hamiltonian cy- €d9€ ensures the existence of a simulator that can
cle y in graphz as part of his local state, but noway 2| fact, it would result in a notion calledstrict

of knowing thaty is in fact a Hamiltonian cycle. We polynomial-time zero knowledd&oldreich 2001].
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be used to mimic the interaction before tim&. The 4.1 Concurrent Zero Knowledge

relation-hiding property captures the requirement that . } .
if the verifier can eventually generate an arbitrdty ~ SO far, we have considered only single executions of

he can do so almost as well (i.e. with negligibly lower " interactive proof system. However, zero-knowledge

probability of correctness) initially. We now use this Proofs are often used in the midst of other protocols.
property to characterize zero knowledge. Moreover, when this is done, several zero-knowledge

proofs may be going on concurrently. An adversary
Theorem 1 The interactive proof syste(®, V) for L may be able to pass messages between various invo-
is computational zero knowledge iff the system)??  cations of zero-knowledge proofs to gain information.
is relation hiding forL. Dwork, Naor, and Sahai [2004] presented a defini-

tion of concurrentzero knowledge that tries to cap-
Theorem 1 says that {f, V) is a computational zero- tyre the intuition that no information is leaked even
knowledge proof system, then for any PPT verifieriy the presence of several concurrent invocations of a
and relationR, if the verifier can eventually gener- zero-knowledge protocol. They consider a probabilis-
ate a witness for?, he can do so almost as well ini- tic polynomial-time verifier that can talk to many in-
t|a”y Note that in th|S Characterization Of Zero knOWI' dependent provers (a” using the same protoco') con-
edge, the prover does not need to know the verifier'scyrrently. The verifier can interleave messages to and
protocol to know that the statement holds. An in- from different provers as desired. We say that an
tuition for the prOOf of Theorem 1 follows: the de- extended verifier protocdb a protoc0| for the ver-
tails (as well as all other proofs) can be found atifier where the verifier can interact with arbitrarily
www.cs.cornell.edu/home/halpern/papers/tark09a.pdfmany provers concurrently, rather than just one prover.
For the “if” direction, suppose th&f?, V) is a compu-  (Since we are interested in verifiers that run in poly-
tational zero knowledge system. W* is the verifier —nomial time, for each extended verifier protoddl
protocol in runr € P x VPP, then there is a sim- there is a polynomialy such that the verifier can
ulator machineSy - that produces verifier views that interact with onlygy (|z|) provers on inputc. This
no distinguisherD can distinguish from views during means that the verifier's view also contains messages
possible interactions with the prover, no matter whatto and from at mosyy (|=|) provers.) Denote by
auxiliary inputD has. We show that if the verifier has (P(s) < V(t))(z) the random variable that takes an
an algorithmM (V' *) that takes as input his view at a infinite tuple of infinite random string§(p,, )icn, Pv)
final point of the interaction and generateg satisfy-  as input and outputs an execution where all the provers
ing the relation?, then he can generate suchbefore  are running protocaP with auxiliary inputs on com-
the interaction by running the simulating machifie- mon inputz and the verifier is running the extended
at the initial point to get a final view, and then running verifier protocolV” with auxiliary inputt and common
M(V*) on this view to generatg. We can therefore inputz, prover: has the infinite string; on its random
construct the functio?M’ usingM and .Sy -. tape, and the verifier has on its random tape.

For the “only if” direction, given an arbitrary protocol With this background, we can define a concurrent de-
V*, we construct a relatioR such that the verifier has finition of zero knowledge in exactly the same way

an algorithm for generating witnesses flrafter the  as zero knowledge (Definition 2), except that we now
interaction. Since” x VPP is relation hiding for, the ~ consider extended verifier protocols; we omit the de-
verifier has an algorithm for generating witnesses fortails here.

R atinitial points of the interaction. We then use this \ne can model a concurrent zero-knowledge system in
generating machine to implement a simulair. that e runs and systems framework as follows. We now

fools any distinguisher. consider systems with an infinite number of agents: a
verifierv and an infinite number of provers, po, . . ..
4 Characterizing Variants of Zero All agents have common input.(0) in run r. As
Knowledge before, the provers and the verifier have initial local

states. We will be interested in systems where all the
We can use the ideas of relation hiding to characterizgorovers have the same initial state and use the same
variants of zero knowledge. In this section, we showprotocol. Moreover, this will be a protocol where
how to characterize two well-known variants: concur-a prover talks only to the verifier, so the provers do
rent common knowledge and proofs of knowledge. not talk to each other. This captures the fact that
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the verifier can now talk to multiple provers running input z and prover’s auxiliary informatiors, runs in

the same protocol, but the provers themselves canexpected time polynomial j|, and outputs a candi-

not interact with each other (they are independent)date witness fox, such that for allz, s, ¢ € {0,1}*,

Again, the initial local states of the provers and the

verifier all containr.(0). Additionally, we assume Pry[{Accepts,[(P(s) < V(t))(z)]}]—

that nature’s state at all times includes a tuple

(Phs--s Py, p", P*,V*), Wherep; is proverp;’s rag- Pry[{Ep-(z,5)) € Rp(2)}] < e(|z]).

dom tape ang;, is the verifier's random tape in run

p" is an additional tape as beforE;" is the protocol  g,cceeds in convincing the verifigr that  is in L,

used by all the provers, arld” is the verifier's proto- o1 there is a “knowledge extractor” machifig-

col. Note that the provers’ random tapes are all inde, 5y can extract a witness farfrom the prover's aux-

pendent to ensure that their actions are not correlateqﬁary information. We can think of the extractor as

Given a seP of prover protocols anif of verifier pro-  gemonstrating that the prover really does know a wit-

tocols, letP x V denote the system with runs of this << g show that ¢ L, given its auxiliary informa-

f_orr,n, where the provers’ protocol is i and the veri- i, - \e now formalize this definition of proofs of

fier's protocol inV. If P = {P}, we write P x V. We  ynoyiedge using our logic. Letccepts denote the

define the probability o> > 1 as before, partitioning  imitive proposition that holds iff the verifier enters

the runs into cells according to the protocol used ancgn accept state at the end of the interaction.

the inputs. Thus, we can identify the probability on

Rs.+.p,v With the uniform distributiorPr;;__ . Definition 5 The systenR is withess convincing for
the languagd. with witness relationR, if there exist

Theorem 2 The interactive proof systet®, V) for L functionsM : TM — EPPT,e: TM x N — [0,1]

is computational concurrent zero knowledge iff the syssuych that, for every Turing machire*, e(P*,)is a

temP x VPP is relation hiding forL. negligible function, and, forald < X < 1,

Intuitively, this says that for every provdr*, if P*

The proof is almost identical to that of Theorem 1. R |= at time 0 pr)(Qaccepts) = GY AR},

4.2 Proofs of Knowledge where(s,t,z,y) € R} iff y € Ry ().

Loose]y Speaking, an interactive proof is a proof of This definition says that there exists a functidhsuch

knowledge if the prover not only convinces the veri- that M((P*) can generate @ such that(s, ¢, z,y) €

fier of the validity of some statement, but also that it R{ WheneverP* makes the verifier accept in the sys-
possesses, or can “feasibly compute”, a witness for thé€mR. This machine can be viewed as a knowledge
statement proved (intuitively, using the secret informa-€xtractor for”*, motivating the following theorem.

tioninits initial state). For instance, rather than merely theorem 3 The interactive proof syste(®, V) for L
convincing the verifier that a graph is Hamiltonian, the is a proof of knowledge iff the systei? x V is wit-
prover convinces the verifier that he knows a Hamil- o5 convincing fok..

tonian cycle in the graph. We show how this notion

can be formalized using our logic. There are a num-10 see why this should be true, note that#t V') is a
ber of ways of forma"zing proofs of know|edge; see, prOOf of knOWledge and if the verifier aCCEptS on input
for example, [Bellare and Goldreich 1992; Feige, Fiat,* When interacting withP*, then there exists a knowl-
and Shamir 1987; Feige and Shamir 1990; Tompa an@dge extractor machingp- that can generate a wit-
Woll 1987]. We give here a definition that is essen-Nessy € Ry (z), and can therefore generate auch
tially that of Feige and Shamir [1990]. In the full pa- that(s,t,z,y) € R} . For the converse, as we said
per, we discuss modifications that give the other vari-2bove, the machin®I(P*) that exists by the definition

ants, and how to modify our characterization to handle0f witness convincing can be viewed as a knowledge
them. extractor forP*. Again, the details can be found at

www.cs.cornell.edu/home/halpern/papers/tark09a.pdf.
Definition 4 An interactive proof systerP, V') for
a language L with witness relationR is a proof 5 Conclusions and Future Work
of knowledgeif, for every PPT prover protocoP*,
there exists a negligible functianand a probabilistic ~ HMT formalized the notion oknowledge securitgnd
Turing machineFp- that takes as input the common showed that a zero-knowledge proof systemifar L
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satisfies it: the prover is guaranteed that, with highworlds is logically impossible). Proving analogues of
probability, if the verifier will practically know (as de- our theorem in this setting seems like an interesting
fined in [Moses 1988]) a fact at the end of the proof, challenge, which will lead to a deeper understanding
he practically knowst € L = ¢ at the start. They of variants of zero knowledge.

also formalized the notion of knowing how to generate
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