The Logic of Distributed Protocols
(Preliminary Report)

Richard E. Ladner ! John H. Reif?
Department of Computer Science  Aiken Computation Laboratory
University of Washington Harvard University

Seattle, Washington 98195 Cambridge, Massachusetts 02138

ABSTRACT

A propositional logic of distributed protocols is introduced which includes both the
logic of knowledge and temporal logic. Phenomena in distributed computing systems
such as asynchronous time, incomplete knowledge by the computing agents in the
system, and game-like behavior among the computing agents are all modeled in the
logic. Two versions of the logic, the linear logic of protocols (LLP) and the tree logic
of protocols (TLP) are investigated. The main result is that the set of valid formulas
in LLP is undecidable.
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1 Introduction
Motivation and Background

Ever since the seminal work of Floyd [6], Naur [14], and Hoare [9] there has been an increas-
ing interest in the development and analysis of formal tools to reason about program behavior,
This interest has led to the creation of a large number of logical systems for handling various
types of program behavior. Such logical systems are called logics of programs. Notable exam-
ples of logics of programs are dynamic logic originally defined by Pratt [19] and temporal logic
of programs introduced by Pnueli {18]. The large body of literature in logics of programs has
deepened our understanding about reasoning about program behavior, not only about how to
reason, but also about what inherent limitations there are in our reasoning. Important results
include the discovery of complete proof systems for some of the logics, computational upper
and lower bounds for some of the logics, and the establishment of the relative expressive power
of different logics.

More recently it has been recognized that the logics of programs developed so far are in-
adequate for reasoning about the behavior of distributed algorithms or, what we call protocols.
Generally speaking, a protocol is an algorithm whose execution is shared by a number of inde-
pendent participants or what we call players. Each player may be unaware of what the other
players are exactly doing. Therefore, a key ingredient found in the behavior of many protocols
(and not found in sequential or parallel algorithms) is the lack of knowledge about the complete
state of the protocol by each of its players. A good example of this is found in the work on
distributed agreement by Pease, Shostok, and Lamport [21]. They show that it is impossible
for there to be a protocol such that the non-faulty players agree on a common value when
there is a total of three players and at most one is faulty. The proof relies on the fact that,
in the presence of inconsistent information coming from the other two players, it is possible
for a non-faulty player to remain ignorant of which of the other two players is “lying”. They
also show that there is a protocol which allows the non-faulty players to agree on a common
value when there are four players and at most one is faulty. The proof relies on the fact that
in two rounds of exchanging information the non-faulty players can know enough to come to
agreement. In one round they cannot know enough. Any logic of protocols must include as
part of it a logic of knowledge. A number of researchers have begun the development of logics
of distributed protocols which include the notion of knowledge [7] [8] [10] [12] [13] [16].

In this paper we present two new logics of distributed protocols and prove some basic
theorems about them. The logics are basically logics of knowledge which incorporate a notion
of global time. The logics are capable of implicitly modeling asynchronous time by allowing the
players to be ignorant of global time. In addition, the logics are capable of implicitly modeling
game-like behavior of distributed computation.

Any logic of protocols should also include a logic for time, or temporal logic. In particular,
a key feature of time in a distributed computing setting is that it is asynchronous, that is,
there is no global time that the independent computing agents know about. Asynchrony of
time does not rule out the possibility of global time, only that if there is a global time then
the individual computing participants have only limited knowledge of it. Temporal logics have
been extensively studied in the context of both sequential and concurrent programs 1], [2], (3],
(18], [25].

In addition, the behavior of distributed protocols exhibit game-like qualities which should be
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modeled in the logic of protocols. For example, the distributed agreement problems described
above are “competitions” of a sort. Some of the players must come to agreement despite
the potential maliciousness of lying opponents. Another example of game-like property in
distributed computing is the definition of the guaranteed lockout problem [11], [17]. Several
formal treatments of game-theoretic aspects of computing have been introduced [17], [22], [23].
An early attempt to include game-like properties into a logic of programs is found in the work
of Reif and Peterson [24]. Games and game-like behavior can be mathematically formalized in
what is called game theory. It is not surprising that game theory should play an important role
in distributed computing, because it already plays a significant role in Economics and Ecology,
where multiple independent, yet interacting, players co-exist, compete, and cooperate [15]. We
propose a (Church/Turing-like) Thesis for distributed computing.

® Disiributed protocols are equivalent to (i.c., can be formally modeled as) games.

The fact that a logic is capable of modeling game-like behavior is critical if it is claimed to
accurately model properties of distributed protocols.

The work done so far on the logic of protocols which includes knowledge also includes, to
varying degrees, time and to varying degrees is capable of implicitly modeling games [7] [8]
[10] [12] [13] [16]. We feel, however, that the logics developed so far do not adequately model
phenomena in protocols like asynchrony. In addition, they seem (with the possible exception of
Parikh and Ramanujam’s work [16]) to be capable of modeling only restricted classes of games.
We feel that the logics of distributed protocols that we present go further than those of previous
researchers in two ways:

® Our logics of protocols better model asynchronous time.
e Our logics better model the game-like behavior of protocols.

Indeed, the proof of our main theorem on the undecidability of one of the two logics relies heavily
the fact that the logic is capable of modeling a certain three-player incomplete information game,
where the players move asynchronously.

The Logic of Protocols

Informally, the logics we define are propositional logics with modal operators 00, 0%, and K;

for 1 < ¢ < t for some t. The number t refers to the number of players and K;p means that
player ¢ knows that p holds. The expression [Ip means that in the next moment p must hold
and 0O0*p means that now and forever in the future p must hold. We can imagine that there is a
global time which each of the players may or may not be knowledgeable of. This is akin to the
common way of thinking about time in a distributed system where we imagine. that the event:,s
taking place in the system are actually totally ordered but that each process in the system is
unaware of the ordering except for those events that take place in its own process. .
We will define two logics of protocols, the linear logic of protocols (LLP) and the iree logic
of protocols (TLP). The semantics of LLP and TLP are related to but: not the same as,
respectively, the linear and branching time semantics for the temporal logic of programs (18]
[1]. In the semantics of both LLP and TLP global time is allowed to br.anclol, b.ut in LLP from
each player’s point of view time is linear. This models the.z fact that in distributed systems,
from one process’ point of view there is only one visible history of events, but many system
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histories may be consistent with that one visible history. In TLP global time can branch and
players can be aware of it. The distinction between LLP and TLP can best be understood
game theoretically. In a certain sense a model in a semantics for the logic of protocols will
define a game, what players do and do not know about the game, and a strategy for each of the
players in the game. In LLP each player receives no direct knowledge of the states of the other
players. Hence, whatever knowledge about the other players states can be, at best, inferred.
In LLP each player’s strategy must be a blindfold strategy, that is, what each player does in a
play of the game is preordained and cannot be changed as the game progresses. In TLP there is
no preordained strategy for each player. A player can react differently in different plays of the
game. In a practical sense, LLP models a distributed computing situation where the actions of
each computing participant are determined as locally as possible. In TLP the actions of each
participant are dependent on the interaction between the participants.

Asynchrony of time is modeled in LLP and TLP by the fact that, although there is a global
time, the individual players may not have full knowledge about it. So the combination of global
time and lack of knowledge about it by the players models asynchronous time. Time can be
passing, but an individual player may have no idea if time has progressed at all. Game-like
behavior is modeled in LLP and TLP in a combination of ways. First, time can branch which
models a choice of possible moves in a game. Second, players have lack of knowledge which
models incomplete information in a game. Third, there may be a number of players which
models multi-person games. To understand the semantics of LLP and TLP it is sometimes
helpful to imagine an omniscient player, player 0, different from the players who may have lack
of knowledge, players 1 to . Player O knows all. It knows about the global time and every thing
the other players know. In a distributed computing system, player O corresponds to the system
taken as a whole, while players 1 to t model the individual computing agents in the system.

The Results

The main results of this paper are:

e The introduction of a logic of protocols that adequately models knowledge and time,
including asynchrony and game-like behavior.

o Theorems that reveal the mathematical structure of the models for the logic of protocols.

o A proof that the set of valid formulas in LLP is undecidable.

The third result is surprising for a number of reasons. First, LLP is a propositional logic.
Second, taken separately, each of the logic of knowledge and the logic of time are decidable.
In particular, the propositional temporal logic is decidable, in fact decidable in deterministic
exponential time. (The temporal logic with just 01 and [* is a special case of dynamic logic
which has deterministic exponential time upper and lower bound complexity [5], [20].) Further,
the propositional logic of knowledge without time is also decidable. (The logic of knowledge
is PSPACE complete and the logic of knowledge limited to one player is Co-NP complete
[7].) But combining the two logics together in the way we suggest in this paper leads to an
undecidable logic. This result adds more strong evidence to the thesis that reasoning about
distributed systems is much more difficult than reasoning about sequential programs. Finally,
the proof of the undecidability of LLP is interesting in its own right. The proof genuinely uses
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the asynchrony, lack of knowledge, and game-like behavior that are expressible in the logic of
protocols.

There is still a lot that we do not know about the logics of protocols. For example, it is still
an open question whether or not the set of valid formulas in TLP is decidable. It would seem
that LLP is just a special case of TLP, but all we know at present is that every formula that
is valid in TLP is also valid in LLP. There is no reason prima facie that the undecidability
of LLP would imply the undecidability of TLP. Moreover, our proof of the undecidability of
LLP relies heavily on the fact that we are using the linear semantics for the logic. Our proof
of the undeciability of LLP also relies on there being more than one player. In the case there
is just one player we have strong evidence that the logic of protocols with either the linear or
tree semantics is decidable.

The paper is organized as follows: In Section 2 we give the formal definitions for the logics
of protocols along with an example. In Section 3 we present some fundamental theorems which
reveal the structure of models for the logics. In Section 4 we present the main result that the
set of valid formulas in LLP is undecidable.

2 The Formal Syntax and Semantics

In this section we give the formal syntax and sematics for the logics of protocols with ¢ players.
We assume we have a set of propositional variables @, Boolean logical connectives, -, A, Boolean

constants 0 and 1, and modal operators 0, O*, and K; for 1 < 4 < t. The set of logic of protocols

formulas are defined inductively:
1. If P € ® then P is a formula and 0 and 1 are formulas.
2. If p and ¢ are formulas then so are —p, pA g, Op, O*p,and K;pfor 1 <1< ¢,

The set of formulas is the smallest set satisfying 1. and 2. above.

The additional boolean operators V, D, and = can be defined in the usual way from -, A,
0,and 1. (pVg=—-(-pA—q),pDg=-pVP=q= (p 2 ¢) A (g D p))- In addition, we can
define the dual modal operators for 00, O*, and K;. Define Op = ~0O-p, Ofp =-0%p.

In the semantics we are about to define formally we imagine some underlying distributed
system with global time and t players. The system can move from one state of the system
to another and as the system moves sequences of states of the system form histories, the last
state in the history being the current state. One history extends a second if the sequence of
states that forms the first history has as a prefix the second history. A successor of a history
is an extension by just one move of the system. In general the system is nondeterministic in
that there may be more than one successor. The propositional variables represent primitive
statements that hold or not in given states. In general a formula will hold for a given history or
not. Let w be a history of the system. Informally, Op holds at w if p holds at every successor
v of w, and O0*p holds at w if p holds at w and at every history v that extends w. Thus,

Op holds at w if p holds in some successor history v, and {*p holds at w if p holds at w or

at some history v that extends w. The formula K;p holds at w if p holds at every history'r v
indistinguishable from w from player ¢’s point of view. Shortly, we will make precise the notion

of “indistinguishable from player i’s point of view.”
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Definition of Models

Let ® be a set of propositional variables. A model or iree model for the logic of protocols
with ¢ players is a (¢ + 4)-tuple

M = (VV, WO: 0, ﬁl) ey ﬁi)

where W is a set of states, Wy C W is a set of initial states, x : W — 2% is a mapping indicating
which propositional variables hold at which states, p C W x W is a relation indicating the next
move relation, and for each ¢, <;C W* x W* indicating what player 1 does and does not know,
where W* is the set of all finite sequences (strings) of members of W. In addition M must
satisfy properties listed 4; — Az below.

Given a nonempty sequence w € W* define last(w) to be the last member of the sequence.
We define the set of histories of M, W?, inductively as follows. If w € Wy then w € W? and if
w € W*, (last(w), a) € p then wa € W*, and there are no other members of W®. If u and v are
two histories then define u C? v if u is a prefix of v and u C? v if u is a proper prefix of v, that
isu c? vif u C? v and u # v. In what follows we let 1 be arbitrary where 1 <3 < ¢. In general,
u,v,w, z,y will range over W? unless otherwise specified. The first additional property of M
is:

Ay : =; is a reflexive and transitive relation on W°,

This first property begins to express the meaning of the relation <;. Intuitively, u %; »
means that from player #’s point of view the history v is an extension of the history u. Property
A; expresses that player i’s view of history is reflexive and transitive. We can now express
the idea that two histories are indistinguishable from player ¢’s point of view by defining the
equivalence relation, =, on W?:

u~; vif and only if u <; v and v <; u.

The relation =v; is an equivalence relation because =<; is reflexive and transitive. Precisely,
u &; v means that histories the u and v are indistinguishable from player 1’s point of view.
Further define: u <; v if and only if u <; v and u %; v.

The remaining properties are:

Ay : HuC?vthen u =,

Az : If u <; v then v' =; u, for some v' C? v.

Properties Az and Ag express more clearly how player 1 can come to view two histories to
be indistinguishable. First, if one history extends another then player ¢’s view is consistent
with that extension. Second, if one history extends another from player i’s point of view then
there must be an earlier time in the first history when player i’s view was the same as his view
of the second history.

A linear model is a model which satisfies the following additional property:

Ay u=;vory < u.
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Some fundamental properties of models and linear models will be given in the next section.

Definition of Truth

Let M = (W,Wo,x,p, %1, ..., 3t) be a model and w € W2, If p is a formula then we define
the relation M, w |= p inductively on the structure of p.

1.

i - A S o o A

M,w =1 and M,w [£0,

M,w |= P if and only if P € n(last(w)),if P€ @,

M,w |= —p if and only if M,w |~ p,

M,wEpAgqifandonly if M,w Epand M,wl=g,

M, w k= Op if and only if for all a € W such that wa € W?, M,wa = p,
M,w = O*p if and only if for all v € W* such that wv € W?, M, wv |= p,
M,w = K;p if and only if for all v € W such that v ~; w, M,v = p.

Define TLP; and LLP; to be the logic of protocols with t players where the interpretation of
formulas is made in, repectively, tree and linear models for the logic of protocols with ¢ players.
Define TLP and LLP to be the logic of protocols corresponding to TLP; and LLP; where the
number of players ¢ is unbounded.

We say that a formula p is satisfiable in TLP; if there is a tree model M = (W, Wo,n,p, %1
, -y <t) and a w € W such that M, w |= p. Further, p is valid in TLP; if for every tree model

M=

(W, Wo, =, p, <1, ..., %¢) and every w € Wy, M, w |= p. A formula is satisfiable in LLP; if

it is satisfiable in some linear model and valid in LLP; if it is valid in all linear models. We say
that a formula p is valid (satisfiable) in TLP (LLP) if it is valid (satisfiable) in TLP; (LLP;)
for some ¢ where the knowledge operators, K; in p are such that ¢ < 2.

Example

For example, consider a model M = ({a, b, c},{a}, 7, p,=1) where

1.
2.
3.

x(a) = n(b) = {P}, n(c) =0,
p = {(a,b),(b,¢),(c; )},

<1= {(4,3), (a, abe’), (abct, abe’) 4,5 > O}.

Figure 1. graphically illustrates what this model looks like.
In the model M, player 1 can distinguish the history a from the history ab, but cannot

distinguish the histories ab, abe, abec, ... Now consider the formula

p= K,OoPA-OK,P.

213



214  SESSION 4

class

Figure 1: Ilustration of the model M. Indistinguishable histories are enclosed.

We have M, a = p. This formula is interesting because it is an instance of the negation of one
of Lehman’s axioms for his logic of knowledge and time [12]. This points out a fundamental
difference between previous models and ours. Our models allow for asynchrony. Player 1 is
aware of going from the history o to the history ab, but is totally unaware of going from history
ab to abc. In history a he knows that in one step P will be true, but in one step he does not
know that P will be true because in one step his knowledge of time suddenly becomes limited.
On the other hand the slightly modified formula K;0*P A -[0* K P is not satisfiable which
naturally implies that the formula X; 0*P > O*K P is valid.

3 Structure of Models

The properties A; — A4 by themselves do not give a clear picture of what tree and linear models
look like. The goal of this section is to present by way of two theorems a concrete picture of
tree and linear models. The following describes in word what models look like. In any model
the histories, W?, form a family of trees, where each non-initial history has a unique immediate
predecessor history and every history has zero or more immediate successor histories. Consider
each player ¢ individually. The histories are partitioned into equivalence classes by the relation
;. In the tree model case the equivalence classes themselves form a family of trees, where the
predecessor and successors of an equivalence class are implicitly induced by the relation <.
In the linear model case the equivalence classes form a sequence where the linear order of the
sequence is implicitly induced by the relation <;. Figure 3 describes the models graphically.
To lead to our two theorems we are required to pass through a sequence of lemmas. In what
follows we let M = (W, Wq, 7, p, <1, ..., <¢) be a model and let 1 < ¢ < ¢t. Define w € W* to be
i-minimal if v <; w implies v ~; w. The proofs of Lemmas 3.1 - 3.6 are omitted to save space.

Lemma 3.1 A member w of W is i-minimal if and only if w = wq for some wg € W.

If w € W is not s-minimal define pred;(w) to be the unique w' such that for some a € W,
w' Cf w'a C” w, and w' <; w'a &~ w. Such a string exits by Lemma 3.1 and by property A;.

Lemma 3.2 If u,v € W* are such that pred;(u) <; v <; u then either v = pred;(u) or v = u.

The final lemma in this series shows that the pred; function is invariant under =,
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SRR, \
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Tree todel

Linear Model
Figure 2: Graphical depiction of a tree model and a linear model.

Lemma 3.3 Ifu,v € W* are such that u = v and u is not s-minimal then pred;(u) ~ pred;(v).

If w € W then define succ;(w) to be the set of all wva € W? such that ve W*, a € w,
and w & wy <; wva.

Lemma 3.4 If u,v € W? are such that v € succ;(u) then pred;(v) ~; u.
Lemma 3.5 If u,v,z € W? are such that u € succi(v) and v X; z X; u then z~; vor z=; u.
We also get a corresponding result to Lemma 3.3 if the model M is linear.

Lemma 3.6 Let M be a linear model. If u,v,z,y € WP are such that z € succi(u), ¥y €
succi(v), and u = v then z ~; ¥.

The properties listed in Lemmas 3.1 - 3.6 essentially give us the structure of the equivalence
classes of W? under the equivalence relation ~;. Let [w]; be the equivalence class of w under
rs;. Define [W?); = {[w); : w € W*}. The reflexive, transitive relation =; induces a partial
order <; on [W*]; in a natural way. We say that [u]i<;[v)i if w =i v. The relation <; is reflexive,
transitive, and antisymmetric on its domain [W?];. We can further, define [uli<ilv]s if [u)i<i[v)s

and [u]; # [v]i.

Theorem 3.7 Let M = (W, Wo, 7, p, <1, ..., 3¢) be a tree model. The set [W*]; ordered by <
is a family of trees. Specifically:
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1. The roots of [W*]; are {{wo)i : wo € Wo},
2. If [w]; is not a root then its parent is [pred;(w)];,
3. The children or [w]; are {{v]; : v € succ;i{w)}.

The proof follows immediately from Lemmas 3.1 - 3.6.

Theorem 3.8 Let M = (W, Wo,,p, <1,..., <¢) be a linear model. The set [W?]; is linearly
ordered by <;. Specifically:

1. The least member of [W?); is [wo]; for any wp € Wo,
2. If [w); is not the least member of [W#); then its immediate predecessor is [predi(w)];,

3. If [w); is not the greatest member of [W*]; then its immediate successor is [v]; for any
v € sucei{w).

The proof follows from Lemmas 3.1 - 3.6.
The result of Theorem 3.8 will be used in the proof of the undecidability of the set of valid
formulas in LLP.

4 The Undecidability Result

In this section we prove that the set of valid formulas in LLP is undecidable. More specifically
we show that the set of satisfiable formulas in LLP; is not recursively enumerable. Since a
formula p in the logic of protocols with two players is valid in LLP if and only if the formula
-p is not satisfiable in LLP3, it follows that validity in LLP is undecidable if satisfiabilty in
LLP; is undecidable.

Theorem 4.1 The set of satisfiable formulas in LLP; is not recursively enumerable.

Proof Some of the ideas behind this proof come from a proof of the undecidability of a
certain three-player game which is an instance of the guaranteed lockout problem defined by
Peterson and Reif [17]. The motivation behind this proof is implicitly game theoretic. The
general plan is to show that given a Turing machine T a formula fr can be constructed with
the property that 7 runs without halting with a blank input if and only if the formula fr
is satisfiable in some linear model. Since the set of Turing machines that do not halt on a
blank tape is not a recursively enumerable set then the set of satisfiable formulas in LLP is not
recursively enumerable.

Let M be a one tape Turing machine with states @, tape symbols T', @ N T = §, blank
symbol B € T, start state go € Q, and transition partial funtion § : Q x I' — Q@ x I' x {R, L}.
Let A = QUTU{#,¢}, where # and ¢ are new symbols. Define an ID to be a string of the form
¢aifazd...dam¢ where a1a3...a;m € ['*QT™*. Define the initial ID to be ¢qo¢ B¢. Finally, define an
snfinite computation to be an infinite string of the form

HTOCoHFM™CLH™CyF#™e...

where
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. C;isan ID for all ¢,
. Cp is the initial ID,

1
2
3. Ci41 follows from C; in one move of T for all 1,
4. |C;i] = 2i + 5 for all 4,

5

. m; > 0for allg,

The reason why infinite computations have this unusual form will be clarified later. Let
g = [logz2|Al]. With each symbol o € A we assign a specific Boolean vector (o7, ..., o) of length
g. When we talk about o in the context of a formula we are referring to its representation as a
Boolean vector. The formula we will construct will have propositional variables X, and S;; for
¢=1,2and 1 <j<gq. Let S and S; be the vectors (Sy1, S12, ..., S14) and (Sa1, S22, ..., Saq)-
In general, we will think of S; and S as variables that take on values in A. ¥ U and V are
two Boolean vectors of the same length m. We use the abbreviation “U = V” to stand for
(Ul = V1) A A (Um = Vm).

We define a function collapse : A¥ — A% U A* by collapse(s) is the string obtained from s
by collapsing multiple contiguous occurrences of the same symbol to one occurrence. That is,
if a; is a member of A for all ¢, a; # ai4+ for all §, and m; > 0 for all ¢ then

collapse(ag®a7*...) = agazaz....

Further, if a; is a member of A for 0 << r,a; # a;41 for0<i<randm; >0for0<s<r
then collapse(ag*®a™...a¥) = agay...a, Two members 8; and sz of A¥ are identical collapsed if
collapse(s;) = collapse(s;).

Informally, the formula fr describes a situation involving two players, player 1 and player 2.
For all time player 1 knows the value of S; and player 2 knows the value of S3. Neither player
ever knows the value of X. As time passes the successive values of S; form an infinite string
81 € A¥. Even though player 1 knows S; he is unaware of time passing if the value of S; does
not change form one moment to the next. Intuitively, as time passes player 1 sees collapse(s;),
not sy itself. Similarly, s; is the successive values of Sz and player 2 only sees collapse(sz).
Because neither player knows X it will turn out that if the formula fr is satisfied in a linear
model it will be satisfied in a linear model with two infinite histories, one corresponding to each
of the possibilities X =0 and X = 1.

Consider the case X = 0. As time progresses the successive values of S; form an infinite
string e; € A¥. Similarly, successive values of Sz form the infinite string e;. The formula will
force €; = ez, collapse(e;) = €1, and collapse(ez) = ez.

If X = 1 then infinite strings m; and m; are formed from successive values of Sy and S;
respectively. The formula fp forces the two strings to match in a way such that, when m, and
mg are interpreted as infinite computations, the first ID of m; “matches” the second ID of my,
the second ID of m; “matches” the third ID of mg, and so on. This “matching” guarantees
that if m; and m; are identical collapsed then each of m; and m; are infinite computations.
In the linear model satisfying the formula it will be guaranteed that e; and m; are identical
collapsed and that e; and m; are identical collapsed. Thus, in the linear model satisfying fr
all four strings e;, my, €z, and my are identical collapsed and each is an infinite computation.
The formula fr guarantees that embedded in any linear model satisfying it is a “proof” that an
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infinite computation exists. The “proof” can be found by examining the two infinite historiesg
arising from the lack of the players knowledge about the variable X. Thus T does not halt on
the blank input if and only if fr is satisfied in a linear model.
We now describe the “matching” that is forced by the formula fr Consider the two infinite

computations:

s= #FHCH OO’ Cs#®...

t = FHCoHC1HCH#CsHC4H .
Because |Co| = 5 and |Ciy1] = |Ci| + 2 then the i-th ID of s “lines up” with the (i + 1)-st ID
of t. The initial padding in s matches the initial ID of ¢ the rest of the padding in s aligns
the middle # of each #3 with a corresponding # in t. There is a function F : AT — AU {e}
which can be used to verify the matching after the 5-th character of s and the 6-th character
of t. Let s; and #; be the (i + 1)-st characters of s and t respectively, so that s = spsys;...
and t = tgtyts.... The symbol €, which is needed to make F a totally defined function, is a new
symbol with its own representation as a Boolean vector. The function F' can be defined in such
a way that for all ¢ > 5, F(s;, 8i+1, ..., 3i+6) = ti+1. We can define F as follows:

4

# foo=01=03=#,

B if 09 =03 =04 = F#,

¢ ifog=doroy=¢,

oy if oy = ¢ and ({00,03,04} NQ = 0 and 02 # # or
o4 € Q and §(04,06) = (p, 7, R)),

F(o0,01,...,06) = o1 if 0y =¢ and 02 € Q and 6(02,04) = (p,7, L),

r if oy = ¢ and (0p € Q and 8(0p,02) = (p,7, L) or
o3 € Q and §(03,04) = (p, 7, R)),

p if oy =¢ and (0o € Q and §(00,02) = (p, 7, R) or
o2 € Q and 6(o4,06) = (p, 7, L)),

€ otherwise.

.

The following Propostion describes completely the properties that F must possess.

Proposition 1. Let 8 = 8081 83... and t = tgt;t,.... be infinite strings in A¥ with the properties:
s € #°¢qof B¢((-¢4)"#°¢)",
te #(¢ﬂ¢)w’

. For all i > B, F(s4, 8i41, -+-s Si+6) = ti+1,

Lol A

4. collapse(s) = collapse(t).

Then, s and ¢ are infinite computations.

The proof of the Proposition is straightforward but tedious.
We are now ready to define fr. We will specify eight formulas f; — fs in such a way that

8
Ir= /\ Km{é fn]-

me=1,2 n=l
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To simplify the formulas we make some abbreviations. We already mentioned the abbreviation
“S =T” when S and T are Boolean vectors. We use the notation “C1¥p” to stand for O OJ...0p
where the number of O’s is k. So 0% = p. If 0 € A then we use “~¢” to abbreviate A —
{o}. After each conjunct f; we will provide some intuition about what the conjunct means.
Intuitively we can imagine time as a sequence of moments, so that each conjunct must hold in
the initial moment (moment 0). Conjuncts of the form C1*p force p to hold for all moments. A
subformula of a conjunct of the form [1%p forces p to hold in the k-th moment from the time
the whole subformula holds.

Aot AV Ki(Si=0)

1=1,20€A

The formula f; states that at all time each player { knows the value of its variable S; which is
one of the symbols in A.

fora* A A\ -Ei(X=3j)

1=1,2 j=0,1

The formula f; states that for all time neither player knows the value of X.

fs: O° /}(X=j3(<>(x=j)/\ o(X =45)))
§=0,1

The formula f3 states that for all time, if X has a certain value then there is a next moment
when it has the same value and in every next moment it has the same value. This formula
guarantees that there is always a next moment. That is, time does not stop. This formula also
guarantees that if initially X has a certain value then it has that value forever. This formula
also guarantees that, as time passes, the successive values of S; form an infinite string in the
language A“.

fo: Se=¢Am*(S2=¢> O(S2#H)A(S: #¢ 2 0(Sz2=¥)))

The formula f4 states that initially S; has the value ¢ and for all time if the value of S; is ¢
then in the next moment the value is not ¢ and vice versa. Thus, as time passes the successive
values of S, form an infinite string in the language (¢—¢)“.

fs: X=0D20O%(S1= %)

The formula f5 states that if at the beginning the value of X is O then for all time the value
of S; equals the value of S;. Thus, if the value of X is 1 then the infinite string formed by
successive values of S; is identical to the infinite string formed by successive values of S;.

fo: X=128=¢An N\ OFSi=#)AD°S1=9A
1<k<8
0198, = ) A O (S1 =¢) A O2(S1 = B)ATO¥(S1=4)

fr: X=1>oOBo0*((S1=¢> oS #£MNA(Si#FEASi1##) D O(S1=¢))A
(S1=¢A 051 =#) > (O*(S1=#) A T3(S1 = #) A O (S1 =4))))
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The formulas fs and f7 combined together state, if X = 1 then the successive values of S| form

an infinite string in the language ¢#3¢qo¢ B¢((—¢¢)" #°¢)*.
The final formula in fp is:

fa: _X:::}D{]ﬁ{}' V ( /\ i:}k(31xdk)!\E}(SZmT)AF(O’Ow“aO’G)x’)
80,...,06,TEH 0LEL8B

The formula fg states that if the value of X is 1 then the infinite strings formed by successive

values of S; and S; must match in a nice way. For1 > 6,4-th, (+1)-st, ... , (-+6)-th characters

of the infinite string formed by successive values of S; and the (i -+ 1)-st character of the infinite

string formed by successive values of S; must match according to the function F.

Claim I. If T does not halt on a blank input tape then fr is satisfiable.

There is not enough space to include the details of the proof of this claim. Given an infinite
computation of T on a blank tape a linear model satisfying fr can be constructed.

Claim II. If fr is satisfiable then T does not halt on a blank input tape.

Let M = (W, Wy, 7, p, <1, X2) be a linear model and let wp be a member of Wy such that
M, wy = fr. By Theorem 3.8 for each £ = 1,2 and for each 2o € Wy, zo =~; wo. Hence, for all
zo € Woand for 1 < n < 8, M,zy = fn. Choose ug,vg € Wy such that M,us = X = 0 and
M, v = X = 1. Such up and v exist because M, wo = f. Because M, ug k= fy and M, v = fs
there must exist two infinite sequences uptjus... and vguyvy... in W¥, each of which is an infinite
history. Let u[k] = ugu;...u; and v[k] = vgu;...vx. Again, by fs we have M, u[k] = X = 0 and
M,vlkl|=EX=11forall k>0.

Because M,ulk] = fi and M,v[k] = f;, there exist infinite sequences ¢; = ejpejz€12...,
€3 = €30€31€22..., ] = MM11M}2..., a0d My = Mmyomyimsas...€ A¥ such that

M, u{k] i:: 51 = €1k M,u[k} %: Sg = ek
M,vlk] = S = my; M,vlk] = Sy = my;

Leaving out the details the formulas f1, fy, f5 and the fact that M is a linear model guarantee
the following:

collapse(mz) = my = e3 = €1 = collapse(m,).

The formulas f4, fg — f3 guarantee the following:
o my € (¢-4)” (fa),
o my € ¢#°ad BE((~¢) " #°0) (fe, [1),
o F(myi, mi(is1), - Migive)) = ma(141) for all § > 6 (f3).

If we let 8 = my;myamys... and £ = mgymgamas... then s and ¢ satisfy Proposition 1. Hence, T
does not halt on a blank tape. O



THE LOGIC OF DISTRIBUTED PROTOCOLS

5 Conclusion

Although we have introduced two logics of protocols, TLP and LLP, we have only been able
to show undecidability for LLP which is arguably the less interesting of the two logics. TLP
can model general games of incomplete information while LLP only can model blindfold games.
It is our belief that TLP is also undecidable, but direct application of the techniques in this
paper does not seem sufficient to prove it. Fischer and Immerman have recently developed a
logic which seem to model Markov games, games where strategies do not depend on complete
histories but only on the current position of the game [4]. The Fischer-Immerman logic is
decidable.

It is not yet clear which logics which include knowledge and time will turn out to be the
most useful. What is clear already is that the study of logics for distributed computation is
enriching our understanding of what the foundations of distributed computation are.
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